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Open Data 

Source: http://dev.citysdk.waag.org/buildings/ 
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3 Challenge the future 

What can go wrong? 

4 Challenge the future 

Github and email addresses… 
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Software Analysis via Logs 

Conformance 

Discovery Enhancement 

Model-based Analysis 
& 

Process Mining 
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Place your screenshot here 

Device location, 
Mobile phone number, 

IP address, 
OS, device settings…  
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Place your screenshot here 

Browser type, language, 
IP address, number of 

hits, previous/subsequent 
visited pages…  

8 Challenge the future 

Privacy 

• Case 1: Service provider is not trustworthy  
•  process data for other purposes 
•  sell data to third parties  

• Case 2: Service provider is trustworthy  
•  corporation take-over/bankruptcy  
•  law and regulations prohibit storing sensitive data (medical data)  
•  physical security/forgetful employees  
•  competing service providers  
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Questions… 

•  From whom should we protect our data? 
•  How can we protect data? 
•  What are the best practices?  
•  How can we keep the balance between privacy 

and utility? 
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Solution 

•  Legislations and regulations  

•  Physical security  

• Access control  

• But not enough… 
•  Anonymity 

•  K-anonymity, L-diversity, T-closeness 
•  Differential Privacy 

•  Cryptography 



08/11/16 

6 

11 Challenge the future 

Definitions and Terminology 

 
Definition 1 (Privacy protection) Access to the published data should 
not enable the attacker to learn anything extra about any target victim 
compared to no access to the database, even with the presence of 
any attacker’s background knowledge obtained from other 
sources [Dalenius in 1977]. 

 
Definition 2 (Privacy protection revised) Access to the published data 
should not enable the attacker to learn anything extra about any target 
victim compared to no access to the database, given that the attacker 
has only a limited amount of background knowledge [Dwork 2006]. 
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Tables and Identifiers 

•  Identifiers: These are attributes, or a set there-of, that fully and non-ambiguously 
identify a person (also referred to as “victim”) to some pieces of sensitive information in 
a certain table.  

•  Quasi-Identifiers: Represent a set of attributes used for linking with external 
information in order to uniquely identify individuals in a given anonymized table.  

•  Sensitive Attributes: These attributes contain values that are considered to be 
sensitive to the victim.  

•  Non-sensitive Attributes: These attributes are composed of column in the table that 
do not fall under any of the previously mentioned categories.  
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Linkage Attacks 

•  Linkage attacks try to link one individual to a record or to a 
value in a given table or to establish the presence of absence 
in the table itself.  
•  Record linkage 
•  Attribute linkage 
•  Table linkage 

14 Challenge the future 

Record Linkage 

Job Sex Age Disease 

Engineer Male 35 Hepatitis 

Engineer 
 

Male 38 Hepatitis 

Lawyer Male 38 HIV 

Writer Female 35 Flu 

Writer Female 35 HIV 

Dancer Female 35 HIV 

Dancer Female 36 HIV 

Name Job  Sex Age 

Alice Dancer Female 36 
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K-Anonymity 

 
Definition 3 (K-Anonymity) Reduce the granularity in such a way that for each qid 
in the table, there should be at least k − 1 other records with the same qid.  

3. COUNTERING LINKAGE ATTACKS

3.1.1 K-ANONYMITY

To prevent from such record linkage attacks, Sweeney [39] proposed k-anonymity. It re-
quires that for each qid in the table, there should be at least k� 1 other records with the
same qid. The sensitive values that are grouped under one such qid are said to reside in a
q⇤-block . The result of such an anonymization technique can be seen in Table 3.3. The
effect of k-anonymity is that an attacker can link an individual to a record with a maximum
probability of 1/k.

The proposed method to obtaining the k� 1 other identical qids is through generalisa-
tion. There are two types of values for the attributes, w.r.t. the current field: numerical and
categorical. Other types exist, e.g. audio, video, images etc., but are beyond the scope of
this survey. For the numerical values, generalisation takes place by converting numbers to
intervals that contain that number. For example, an age of 36 can be generalised to [30,40)
or 3*. For categorical values, a taxonomy tree may be used used. Such a tree can be seen in
Fig.3.1. Here we can see that, for example, Dancer can be generalised to Artist which can
be generalised to Any. In our example, only Job and Age have been generalised in order to
achieve 3-anonymity. This means that an attacker can link and individual to a record with
at most 1/3 probability.

Job Sex Age Disease
Professional male [35-40) Hepatitis
Professional male [35-40) Hepatitis
Professional male [35-40) HIV

Artist female [35-40) Flu
Artist female [35-40) HIV
Artist female [35-40) HIV
Artist female [35-40) HIV

Table 3.3: 3-anonymous table

Any

Professional

Engineer Lawyer

Artist

Writer Dancer

Figure 3.1: Job taxonomy tree
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3-anonymous table 
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Attribute Linkage 

• The goal is to determine which sensitive value belongs to the 
victim.  
•  homogeneity attack  
•  background knowledge attack  

Attribute linkage

Job Sex Age Disease
Professional male [35-40) Hepatitis
Professional male [35-40) Hepatitis
Professional male [35-40) HIV

Artist female [35-40) HIV
Artist female [35-40) HIV
Artist female [35-40) HIV

Table 3.8: 3-anonymous patient table

2. Background knowledge attack In this attack, an attacker uses background informa-
tion to eliminate possible values for the sensitive attribute of a victim. Consider the example
in Table 3.9, a 3-anonymous table. This time, there is no skewness in the data, so a homo-
geneity attack cannot take place. Assume the attacker would like to look up Bob (38, male,
lawyer). By looking at the table, he could only infer that Bob either has the flu or hepatitis.
Now assume the attacker knows Bob and also knows that he does not have the flu, for ex-
ample, due to lack of visible symptoms. Using this information, the attacker infers that the
only possible disease Bob can have is hepatitis. The privacy principle that encapsulates this
attack is called negative disclosure.

Job Sex Age Disease
Professional male [35-40) Hepatitis
Professional male [35-40) Hepatitis
Professional male [35-40) Flu

Artist female [35-40) Flu
Artist female [35-40) HIV
Artist female [35-40) HIV

Table 3.9: 3-anonymous patient table

3.2.1 BAYES OPTIMAL PRIVACY

Machanavajjhala et al. [32] present an ideal notion of privacy called “Bayes Optimal Pri-
vacy”. This notion assumes that both the data publisher and the attacker have full knowledge
of the joint distribution of the sensitive and non-sensitive attributes. It requires this assump-
tion in order to model background knowledge as a probability distribution over the attributes
and uses Bayesian inference to reason about privacy. They also quantify an attackers prior
(before the data has been published) and posterior beliefs (after the data has been published)
based on Bayesian formulae.

Based on the model of prior and posterior belief, Machanavajjhala et al. formally define
three privacy principles.

Definition 3 (Positive Disclosure) An adversary can correctly identify the value of the sen-
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Job Sex Age Disease
Professional male [35-40) Hepatitis
Professional male [35-40) Hepatitis
Professional male [35-40) HIV

Artist female [35-40) HIV
Artist female [35-40) HIV
Artist female [35-40) HIV

Table 3.8: 3-anonymous patient table

2. Background knowledge attack In this attack, an attacker uses background informa-
tion to eliminate possible values for the sensitive attribute of a victim. Consider the example
in Table 3.9, a 3-anonymous table. This time, there is no skewness in the data, so a homo-
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lawyer). By looking at the table, he could only infer that Bob either has the flu or hepatitis.
Now assume the attacker knows Bob and also knows that he does not have the flu, for ex-
ample, due to lack of visible symptoms. Using this information, the attacker infers that the
only possible disease Bob can have is hepatitis. The privacy principle that encapsulates this
attack is called negative disclosure.
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Machanavajjhala et al. [32] present an ideal notion of privacy called “Bayes Optimal Pri-
vacy”. This notion assumes that both the data publisher and the attacker have full knowledge
of the joint distribution of the sensitive and non-sensitive attributes. It requires this assump-
tion in order to model background knowledge as a probability distribution over the attributes
and uses Bayesian inference to reason about privacy. They also quantify an attackers prior
(before the data has been published) and posterior beliefs (after the data has been published)
based on Bayesian formulae.

Based on the model of prior and posterior belief, Machanavajjhala et al. formally define
three privacy principles.

Definition 3 (Positive Disclosure) An adversary can correctly identify the value of the sen-
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L-Diversity 

 
Definition 4 (L-Diversity) A table is said to be l-diverse if every q∗-block in the 

table contains at least l “well-represented” values for the sensitive attribute S.  

Attribute linkage

Job Sex Age Disease
Professional male [35-40) Hepatitis
Professional male [35-40) Hepatitis
Professional male [35-40) HIV

Artist female [35-40) HIV
Artist female [35-40) HIV
Artist female [35-40) Flu

Table 3.10: Distinct 2-diverse patient table

Job Sex Age Disease
Professional male [35-40) Hepatitis
Professional male [35-40) Hepatitis
Professional male [35-40) HIV

Artist female [35-40) HIV
Artist female [35-40) HIV
Artist female [35-40) HIV
Artist female [35-40) Flu

Table 3.11: Entropy 1.8-diverse pa-
tient table

ENTROPY `-DIVERSITY

But distinct `-diversity is not a very strong notion of privacy since having ` distinct values
does not say anything about the distribution of the values. To overcome this, Machanava-
jjhala et al. give a definition of “well-defined” based on entropy. A table is said to be
`-diverse if for every q⇤-block in the table the following holds:

�Â
s2S

P(qid,s)log(P(qid,s))� log(`)

Here P(qid,s) is the fraction of tuples in the q⇤-block qid that have the sensitive value s.
It captures the notion of “well-represented” by the fact that the entropy increases as the
frequencies of the values become more uniform. An example is Table 3.11, which is 1.8-
diverse. The drawback of this definition for `-diversity is that it is not very intuitive. The
fact that the table is 1.8-diverse does not reflect, for example, the fact that the probability of
HIV in the second group is 0.75.

RECURSIVE (C,`)-DIVERSITY

Job Sex Age Disease
Professional male [35-40) Hepatitis
Professional male [35-40) Hepatitis
Professional male [35-40) HIV
Professional male [35-40) HIV

Artist female [35-40) HIV
Artist female [35-40) HIV
Artist female [35-40) HIV
Artist female [35-40) Hepatitis
Artist female [35-40) Hepatitis
Artist female [35-40) Flu

Table 3.12: Recursive (1.1,2)-diverse patient table

15

Entropy L-diversity 
Recursive (C,L)-Diversity 

2-Diverse patient table 

18 Challenge the future 

T-Closeness 

1.  Skewness attack: Due to the skewness of the data you could have 
partitions of the data. 

2.  Similarity attack: When the values in a q∗-block are distinct, but 
semantically similar. For example, all the patients in a q∗-block have some 
form of lung disease.  

 
Definition 5 (T-Closeness) A table is said to achieve t-closeness if for every 
equivalence class (q∗-block ) in the table, the distribution of a sensitive values in the 
group is within t of the distribution of values in the the whole population.  

 

Reading: t-Closeness: Privacy Beyond k-Anonymity and l-Diversity 
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Table Linkage 

•  In table linkage, the adversary tries to infer with a high 
enough probability that a certain individual is or is not 
present in a certain published sanitized table.  3. COUNTERING LINKAGE ATTACKS

Age Sex Zipcode Disease
[1,10] m [10001,20000] gastric ulcer
[1,10] m [10001,20000] dyspepsia
[1,10] m [10001,20000] respiratory infection
[1,10] m [10001,20000] respiratory infection
[11,20] m [20001,25000] respiratory infection
[11,20] m [20001,25000] respiratory infection

21 f 58000 flu
[26,30] f [35001,40000] gastritis
[26,30] f [35001,40000] pneumonia

56 f 33000 respiratory infection

Table 3.18: Anonymized patient table

a sanitized way. Diabetes is quite an expensive disease as treatments can reach well above
10000$ per year. Employers may abuse such study information to infer if a job candidate
has diabetes or not, since this may incur extra costs for the company. On the other hand,
if an employer has two candidates to choose from, he could use such information to see
which of the individuals has a higher chance of not having diabetes. This section presents
an algorithm that tries to prevent such attacks.

3.3.1 d-PRESENCE

Name Zip Age Nationality Sen
a Alice 47906 35 USA 0
b Bob 47903 59 Canada 1
c Christine 47906 42 USA 1
d Dirk 47630 18 Brazil 0
e Eunice 47630 22 Brazil 0
f Frank 47633 63 Peru 1
g Gail 48973 33 Spain 0
h Harry 48972 47 Bulgaria 1
i Iris 48970 52 France 1

Table 3.19: Public table

Zip Age Nationality
b 47903 59 Canada
c 47906 42 USA
f 47633 63 Peru
h 48972 47 Bulgaria
i 48970 52 France

Table 3.20: Research subset

The goal of d-presence is to bound the probability of inferring that an individual is or is
not in the table by d = (dmin,dmax). More formally

dmin  P (t 2 T |T ⇤) dmax

where T* is the generalised table. This reads: the probability of tuple t belonging to the
original table, given that the adversary sees the sanitized table, is bounded by dmin and dmax.

22
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General View 

Privacy-Preserving Data Publishing: A Survey of Recent Developments 14:7

Table I. Privacy Models
Attack Model

Privacy Model Record Linkage Attribute Linkage Table Linkage Probabilistic Attack
k-Anonymity !
MultiR k-Anonymity !
ℓ-Diversity ! !
Confidence Bounding !
(α, k)-Anonymity ! !
(X, Y )-Privacy ! !
(k, e)-Anonymity !
(ϵ, m)-Anonymity !
Personalized Privacy !
t-Closeness ! !
δ-Presence !
(c, t)-Isolation ! !
ϵ-Differential Privacy ! !
(d, γ )-Privacy ! !
Distributional Privacy ! !

women. If the attacker has access to a statistical database that discloses the average
age of American women, then Alice’s privacy is considered compromised according to
Dalenius’ definition, regardless whether or not Alice’s record is in the database [Dwork
2006].

Most literature on PPDP considers a more relaxed, more practical notion of privacy
protection by assuming the attacker has limited background knowledge. Below, the
term “victim” refers to the record owner targeted by the attacker. We can broadly clas-
sify privacy models into two categories based on their attack principles.

The first category considers that a privacy threat occurs when an attacker is able
to link a record owner to a record in a published data table, to a sensitive attribute
in a published data table, or to the published data table itself. We call these record
linkage, attribute linkage, and table linkage, respectively. In all three types of linkages,
we assume that the attacker knows the QID of the victim. In record and attribute
linkages, we further assume that the attacker knows that the victim’s record is in the
released table, and seeks to identify the victim’s record and/or sensitive information
from the table. In table linkage, the attack seeks to determine the presence or absence
of the victim’s record in the released table. A data table is considered to be privacy-
preserving if it can effectively prevent the attacker from successfully performing these
linkages. Sections 2.1 to 2.3 study this category of privacy models.

The second category aims at achieving the uninformative principle
[Machanavajjhala et al. 2006]: The published table should provide the attacker
with little additional information beyond the background knowledge. If the attacker
has a large variation between the prior and posterior beliefs, we call it the probabilistic
attack. Many privacy models in this family do not explicitly classify attributes in a
data table into QID and Sensitive Attributes, but some of them could also thwart
the sensitive linkages in the first category, so the two categories overlap. Section 2.4
studies this family of privacy models. Table I summarizes the attack models addressed
by the privacy models.

2.1. Record Linkage

In the attack of record linkage, some value qid on QID identifies a small number of
records in the released table T , called a group. If the victim’s QID matches the value
qid, the victim is vulnerable to being linked to the small number of records in the
group. In this case, the attacker faces only a small number of possibilities for the

ACM Computing Surveys, Vol. 42, No. 4, Article 14, Publication date: June 2010.
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Anonymization Operations 

• Generalization and Suppression 
• Anatomization and Permutation 
•  Perturbation 

•  Additive noise 
•  Data swapping 
•  Synthetic data generation 

22 Challenge the future 

Anatomization and Permutations 14:20 B. C. M. Fung et al.

Table III. Anatomy
(a) Original patient data

Disease
Age Sex (sensitive)
30 Male Hepatitis
30 Male Hepatitis
30 Male HIV
32 Male Hepatitis
32 Male HIV
32 Male HIV
36 Female Flu
38 Female Flu
38 Female Heart
38 Female Heart

(b) Intermediate QID-grouped table
Disease

Age Sex (sensitive)
[30−35) Male Hepatitis
[30−35) Male Hepatitis
[30−35) Male HIV
[30−35) Male Hepatitis
[30−35) Male HIV
[30−35) Male HIV
[35−40) Female Flu
[35−40) Female Flu
[35−40) Female Heart
[35−40) Female Heart

(c) Quasi-identifier table (QIT)
for release

Age Sex GroupID
30 Male 1
30 Male 1
30 Male 1
32 Male 1
32 Male 1
32 Male 1
36 Female 2
38 Female 2
38 Female 2
38 Female 2

(d) Sensitive table (ST) for release
Disease

GroupID (sensitive) Count
1 Hepatitis 3
1 HIV 3
2 Flu 2
2 Heart 2

domain values are retained in the anatomized tables, which give the exact distribution
of domain values. For instance, suppose that the data recipient wants to count the
number of patients of age 38 having heart disease. The correct count from the original
Table III(a) is 2. The expected count from the anatomized Table III(c) and Table III(d)
is 3 × 2

4 = 1.5, since 2 out of the 4 records in GroupID = 2 in Table III(d) have heart
disease. This count is more accurate than the expected count 2× 1

5 = 0.4, from the gen-
eralized Table III(b), where the 1

5 comes from the fact that the 2 patients with heart
disease have an equal chance to be of age {35, 36, 37, 38, 39}.

Yet, with the data published in two tables, it is unclear how standard data min-
ing tools such as classification, clustering, and association mining tools can be ap-
plied to the published data, and new tools and algorithms need to be designed. Also,
anatomy is not suitable for continuous data publishing, which will be discussed further
in Section 6.3. The generalization approach does not suffer from the same problem be-
cause all attributes are released in the same table.

Permutation. Sharing the same spirit of anatomization, Zhang et al. [2007] proposed
an approach called permutation. The idea is to deassociate the relationship between
a quasi-identifier and a numerical sensitive attribute by partitioning a set of data
records into groups and shuffling their sensitive values within each group.

3.3. Perturbation

Perturbation has a long history in statistical disclosure control [Adam and Wortman
1989] due to its simplicity, efficiency, and ability to preserve statistical information.
The general idea is to replace the original data values with some synthetic data val-
ues, so that the statistical information computed from the perturbed data does not dif-
fer significantly from the statistical information computed from the original data. The
perturbed data records do not correspond to real-world record owners, so the attacker

ACM Computing Surveys, Vol. 42, No. 4, Article 14, Publication date: June 2010.
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Table III. Anatomy
(a) Original patient data

Disease
Age Sex (sensitive)
30 Male Hepatitis
30 Male Hepatitis
30 Male HIV
32 Male Hepatitis
32 Male HIV
32 Male HIV
36 Female Flu
38 Female Flu
38 Female Heart
38 Female Heart

(b) Intermediate QID-grouped table
Disease

Age Sex (sensitive)
[30−35) Male Hepatitis
[30−35) Male Hepatitis
[30−35) Male HIV
[30−35) Male Hepatitis
[30−35) Male HIV
[30−35) Male HIV
[35−40) Female Flu
[35−40) Female Flu
[35−40) Female Heart
[35−40) Female Heart

(c) Quasi-identifier table (QIT)
for release

Age Sex GroupID
30 Male 1
30 Male 1
30 Male 1
32 Male 1
32 Male 1
32 Male 1
36 Female 2
38 Female 2
38 Female 2
38 Female 2

(d) Sensitive table (ST) for release
Disease

GroupID (sensitive) Count
1 Hepatitis 3
1 HIV 3
2 Flu 2
2 Heart 2

domain values are retained in the anatomized tables, which give the exact distribution
of domain values. For instance, suppose that the data recipient wants to count the
number of patients of age 38 having heart disease. The correct count from the original
Table III(a) is 2. The expected count from the anatomized Table III(c) and Table III(d)
is 3 × 2

4 = 1.5, since 2 out of the 4 records in GroupID = 2 in Table III(d) have heart
disease. This count is more accurate than the expected count 2× 1

5 = 0.4, from the gen-
eralized Table III(b), where the 1

5 comes from the fact that the 2 patients with heart
disease have an equal chance to be of age {35, 36, 37, 38, 39}.

Yet, with the data published in two tables, it is unclear how standard data min-
ing tools such as classification, clustering, and association mining tools can be ap-
plied to the published data, and new tools and algorithms need to be designed. Also,
anatomy is not suitable for continuous data publishing, which will be discussed further
in Section 6.3. The generalization approach does not suffer from the same problem be-
cause all attributes are released in the same table.

Permutation. Sharing the same spirit of anatomization, Zhang et al. [2007] proposed
an approach called permutation. The idea is to deassociate the relationship between
a quasi-identifier and a numerical sensitive attribute by partitioning a set of data
records into groups and shuffling their sensitive values within each group.

3.3. Perturbation

Perturbation has a long history in statistical disclosure control [Adam and Wortman
1989] due to its simplicity, efficiency, and ability to preserve statistical information.
The general idea is to replace the original data values with some synthetic data val-
ues, so that the statistical information computed from the perturbed data does not dif-
fer significantly from the statistical information computed from the original data. The
perturbed data records do not correspond to real-world record owners, so the attacker

ACM Computing Surveys, Vol. 42, No. 4, Article 14, Publication date: June 2010.
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Table III. Anatomy
(a) Original patient data

Disease
Age Sex (sensitive)
30 Male Hepatitis
30 Male Hepatitis
30 Male HIV
32 Male Hepatitis
32 Male HIV
32 Male HIV
36 Female Flu
38 Female Flu
38 Female Heart
38 Female Heart

(b) Intermediate QID-grouped table
Disease

Age Sex (sensitive)
[30−35) Male Hepatitis
[30−35) Male Hepatitis
[30−35) Male HIV
[30−35) Male Hepatitis
[30−35) Male HIV
[30−35) Male HIV
[35−40) Female Flu
[35−40) Female Flu
[35−40) Female Heart
[35−40) Female Heart

(c) Quasi-identifier table (QIT)
for release

Age Sex GroupID
30 Male 1
30 Male 1
30 Male 1
32 Male 1
32 Male 1
32 Male 1
36 Female 2
38 Female 2
38 Female 2
38 Female 2

(d) Sensitive table (ST) for release
Disease

GroupID (sensitive) Count
1 Hepatitis 3
1 HIV 3
2 Flu 2
2 Heart 2

domain values are retained in the anatomized tables, which give the exact distribution
of domain values. For instance, suppose that the data recipient wants to count the
number of patients of age 38 having heart disease. The correct count from the original
Table III(a) is 2. The expected count from the anatomized Table III(c) and Table III(d)
is 3 × 2

4 = 1.5, since 2 out of the 4 records in GroupID = 2 in Table III(d) have heart
disease. This count is more accurate than the expected count 2× 1

5 = 0.4, from the gen-
eralized Table III(b), where the 1

5 comes from the fact that the 2 patients with heart
disease have an equal chance to be of age {35, 36, 37, 38, 39}.

Yet, with the data published in two tables, it is unclear how standard data min-
ing tools such as classification, clustering, and association mining tools can be ap-
plied to the published data, and new tools and algorithms need to be designed. Also,
anatomy is not suitable for continuous data publishing, which will be discussed further
in Section 6.3. The generalization approach does not suffer from the same problem be-
cause all attributes are released in the same table.

Permutation. Sharing the same spirit of anatomization, Zhang et al. [2007] proposed
an approach called permutation. The idea is to deassociate the relationship between
a quasi-identifier and a numerical sensitive attribute by partitioning a set of data
records into groups and shuffling their sensitive values within each group.

3.3. Perturbation

Perturbation has a long history in statistical disclosure control [Adam and Wortman
1989] due to its simplicity, efficiency, and ability to preserve statistical information.
The general idea is to replace the original data values with some synthetic data val-
ues, so that the statistical information computed from the perturbed data does not dif-
fer significantly from the statistical information computed from the original data. The
perturbed data records do not correspond to real-world record owners, so the attacker

ACM Computing Surveys, Vol. 42, No. 4, Article 14, Publication date: June 2010.
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Table III. Anatomy
(a) Original patient data

Disease
Age Sex (sensitive)
30 Male Hepatitis
30 Male Hepatitis
30 Male HIV
32 Male Hepatitis
32 Male HIV
32 Male HIV
36 Female Flu
38 Female Flu
38 Female Heart
38 Female Heart

(b) Intermediate QID-grouped table
Disease

Age Sex (sensitive)
[30−35) Male Hepatitis
[30−35) Male Hepatitis
[30−35) Male HIV
[30−35) Male Hepatitis
[30−35) Male HIV
[30−35) Male HIV
[35−40) Female Flu
[35−40) Female Flu
[35−40) Female Heart
[35−40) Female Heart

(c) Quasi-identifier table (QIT)
for release

Age Sex GroupID
30 Male 1
30 Male 1
30 Male 1
32 Male 1
32 Male 1
32 Male 1
36 Female 2
38 Female 2
38 Female 2
38 Female 2

(d) Sensitive table (ST) for release
Disease

GroupID (sensitive) Count
1 Hepatitis 3
1 HIV 3
2 Flu 2
2 Heart 2

domain values are retained in the anatomized tables, which give the exact distribution
of domain values. For instance, suppose that the data recipient wants to count the
number of patients of age 38 having heart disease. The correct count from the original
Table III(a) is 2. The expected count from the anatomized Table III(c) and Table III(d)
is 3 × 2

4 = 1.5, since 2 out of the 4 records in GroupID = 2 in Table III(d) have heart
disease. This count is more accurate than the expected count 2× 1

5 = 0.4, from the gen-
eralized Table III(b), where the 1

5 comes from the fact that the 2 patients with heart
disease have an equal chance to be of age {35, 36, 37, 38, 39}.

Yet, with the data published in two tables, it is unclear how standard data min-
ing tools such as classification, clustering, and association mining tools can be ap-
plied to the published data, and new tools and algorithms need to be designed. Also,
anatomy is not suitable for continuous data publishing, which will be discussed further
in Section 6.3. The generalization approach does not suffer from the same problem be-
cause all attributes are released in the same table.

Permutation. Sharing the same spirit of anatomization, Zhang et al. [2007] proposed
an approach called permutation. The idea is to deassociate the relationship between
a quasi-identifier and a numerical sensitive attribute by partitioning a set of data
records into groups and shuffling their sensitive values within each group.

3.3. Perturbation

Perturbation has a long history in statistical disclosure control [Adam and Wortman
1989] due to its simplicity, efficiency, and ability to preserve statistical information.
The general idea is to replace the original data values with some synthetic data val-
ues, so that the statistical information computed from the perturbed data does not dif-
fer significantly from the statistical information computed from the original data. The
perturbed data records do not correspond to real-world record owners, so the attacker

ACM Computing Surveys, Vol. 42, No. 4, Article 14, Publication date: June 2010.

Sensitive table 
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23 Challenge the future 

Perturbation: Adding noise 

• Data are distorted in a certain way that individual records 
cannot be recovered but aggregate distributions can be 
recovered. 

24 Challenge the future 

Perturbation: Challenges 

• There is a trade-off between Privacy and Accuracy.  

• Number of users(records) plays an important role. 

•  Security is not guaranteed. There is no tangible proof on 
either. 

• The technique permits a limited number of operations to be 
performed. 
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25 Challenge the future 

Differential Privacy 

• Normally the output is published, e.g.  5 people 
• But now we output a number of outcomes with certain 

probabilities. 

• And if you leave the population, the outcome does not 
change significantly  

3 4 5 6 Number of people 

Pr
ob

ab
ili

ty
 

26 Challenge the future 

Differential Privacy 

• Database: D 
•  Sanitizing algorithm: M 

Pr(M(D1) 2 C)  e✏Pr(M(D2) 2 C)

Where 
• D1 and D2 are any two neighbouring databases 
• C in range(M)  

e✏ ⇠ (1 + ✏)
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27 Challenge the future 

ε-Differential Privacy 

•  It is about the mechanism (algorithm that produces the 
outcome) 
•  Unaffected by the auxiliary information 
•  Independent of adversaries computational power 

•  Summary: Ensures that the removal or addition of a single 
database item does not (substantially) affect the outcome of 
any analysis.   
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system does not produce answers that behave very differently under 
either case. 

Mathematically, the promise of differential privacy looks like 
this: 

Given a database 𝑋, and a hypothetical database 𝑋∗ that differs 
from 𝑋 by the deletion or addition of just one record, differential 
privacy ensures that49 

1
𝑒 ≤ 𝑃(𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 = 𝑟|𝑋)

𝑃(𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 = 𝑟|𝑋∗) ≤ 𝑒  

The data producer gets to choose 𝜀, and the choice of 𝜀 will 
determine how much disclosure (as defined by Dwork and described 
above) the system will tolerate.  The reason for the use of 𝑒 
(2.71828 . . . ) is that by setting up the differential privacy promise 
this way, it corresponds precisely with a distribution curve already 
well known to statisticians—the Laplace distribution curve.50  Laplace 
distribution has precisely the quality we are looking for: when the 
curve is shifted over a certain amount, the ratio of probabilities for the 
original and shifted curve stay within a predesignated boundary. 

To employ differential privacy, a data curator would do the 
following: 

(1) Select 𝜀.  The smaller the value, the greater the privacy. 
(2) Compute the response to the query using the original data.  

Let 𝑎 represent the true answer to the query. 
(3) Compute the global sensitivity (∆𝑓) for the query.  Global 

sensitivity is determined by answering the following: “Assume that 
there are two databases 𝑋 and 𝑋∗ which differ in exactly one record 
and that the answer to this query from database 𝑋 is 𝑎 and that from 
database 𝑋∗ is 𝑎∗.  For any two such databases 𝑋 and 𝑋∗ in the 
universe of all possible databases for the queried variable, what is the 
maximum possible absolute difference between 𝑎 and 𝑎∗?”51 According 

 
knows that Bill Gates is not a millionaire; if the response to the query is 226,422, the adversary 
knows that Bill Gates is a millionaire. 
 49.  Dwork, A Firm Foundation for Private Data Analysis, supra note 19, at 90; 
Rathindra Sarathy & Krishnamurty Muralidhar, Some Additional Insights on Applying 
Differential Privacy for Numeric Data, in LECTURE NOTES IN COMPUTER SCIENCE: PRIVACY IN 
STATISTICAL DATABASES 210, 211 (Josep Domingo-Ferrer & Emmanouil Magkos eds., 2011) 
[hereinafter Sarathy & Muralidhar, Additional Insights on Applying Differential Privacy]. 

 50.  The probability density function of a Laplace random variable is 𝑓(𝑥) = 𝑒
|  |

. 
 51.  In order to be able to compute ∆𝑓, a necessary step when implementing differential 
privacy, the data must have strict upper and lower bounds. Rathindra Sarathy & Krishnamurty 
Muralidhar, Evaluating Laplace Noise Addition to Satisfy Differential Privacy for Numeric Data, 
4 TRANSACTIONS ON DATA PRIVACY 1, 4 (2011) [hereinafter Sarathy & Muralidhar, Evaluating 
Laplace Noise]; Sarathy & Muralidhar, Additional Insights on Applying Differential Privacy, 
supra note 49; Larry Wasserman & Shuheng Zhou, A Statistical Framework for Differential 

28 Challenge the future 

Differential Privacy 

• Techniques to achieve differential privacy 
•  Input perturbation 
•  Output perturbation (Laplacian and Exponential 

Mechanisms) 
•  Perturbation of intermediate values 
•  Sample and aggregate 
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Sensitivity of a function f 

where D1 and D2 are two neighbouring data sets 

• This measures how much one person changes the output 

•  Sensitivity is 1 for counting queries (number of people with a 
certain disease) 

�f = max

D1,D2

|f(D1)� f(D2)|

30 Challenge the future 

Laplacian Approach 
Scaling noise with sensitivity 

• To achieve ε-differential privacy, on query f, add scaled 
noise Lap(b) with b=Δf/ε 

•  For sensitivity 1, add Lap(1/ε) 
 

�f = max

D1,D2

|f(D1)� f(D2)|
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What is achieved? 

• Question: “How many people have more than $1 million in 
wealth?”  

 
•  Figure: Distribution of Query Response if the True Answer 

Contains, or Does Not Contain, Bill Gate  

714 VAND. J. ENT. & TECH. L. [Vol. 16:4:701 

the result with a record deleted, the distributions are not too far apart.  
Figure 1 plots the distribution that has this quality. 

 
Figure 1—Distribution of Query Response if the  

True Answer Contains, or Does Not Contain, Bill Gates 

 
Reflect for a moment on the reasons that we want the query 

system to produce similar results whether Bill Gates is or is not in the 
query system.  Most people know perfectly well that Bill Gates lives in 
Seattle and is a billionaire, so they would not be surprised to discover 
that he is included in the count of millionaires.  But suppose an 
eccentric adversary knew the identity of every millionaire in 
Washington except Bill Gates.  Suppose also that he knew that 
everybody except the 226,411 millionaires and Bill Gates were not 
millionaires.  The only thing he does not know is whether Bill Gates 
has at least $1 million.  If this adversary is clever, and if the data 
producer had used bounded noise, the adversary might be able to 
improve his inference that the noise centers around 226,411 
(suggesting Gates is not a millionaire) or around 226,412 (suggesting 
that he is a millionaire).48  Differential privacy ensures that the 
 
 48.  For instance, the data producer may have added noise by selecting from random 
integer values in the range ±10. Hence, if the response to the query is 226,401, the adversary 

32 Challenge the future 

Properties 

•  Post-processing: the results of differentially private computations can be 
safely released because any post-processing computation will also be 
differentially private  

•  Composition: ε1-DP mechanism followed by an ε2-DP results in 
(ε1+ε2 )-differential privacy 

•  Group privacy: Composition queries (e.g. e vector of dimension d):  
Lap(dΔf/ε): Sequential composibility is kε-DP 
 

•  Example: Histogram queries with an output vector of size d 
•  Could be Lap(dΔf/ε) 
•  But actually Lap(1/ε) 
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33 Challenge the future 

Laplacian Approach 

1.  Select 𝜀. The smaller the value, the greater the privacy  
2.  Compute the response A to the query using the original 

data  
3.  Compute the global sensitivity (∆𝑓) for the query.  
4.  Generate a random value (noise) N from a Laplace 

distribution with mean = 0 and scale parameter 𝑏 = ∆𝑓/𝜀.  
5.  Provide the user with response R=A+N  

34 Challenge the future 

Example 

•  “The height of the average Lithuanian woman”  

1.  Select 𝜀. Dwork suggests something between 0.01 to 0.1, 
or ln 2 or ln 3. Let’s set 𝜀=0.1 
•  There are 2 queries: 1) total number of woman, and their 

total height, so for each query 𝜀q=0.05 
2.  Compute the Response to the Query Using the Original 

Data  
3.  Compute the Global Sensitivity (∆𝒇) for the Query  

•  Total number of woman: ∆𝒇=1 
•  The sum of their height: ∆𝒇=tallest persons’ height 
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35 Challenge the future 

Example cont’d 

4.  Generate a Random Value (Noise) from a Laplace 
Distribution with Mean = 0 and Scale Parameter 𝒃 = ∆𝒇/𝜺  

2014] FOOL’S GOLD 723 

4. Generate a Random Value (Noise) from a Laplace Distribution with 
Mean = 0 and Scale Parameter 𝒃 = ∆𝒇/𝜺 

Based on the information worked out above, the Table provides 
the original answers, the noise added, and the response to a query 
operating on the entire population of Lithuanian women. 

 
Table 1—Response to Query on Average Height  

Over Database of Lithuanian Women 
𝜺𝒒 = 0.05 

 True values ∆𝑓 
Laplace Noise Noise Added Response 
Low 

(0.01) 
High 
(0.99) Low High 

# of 
Lithuanian 

Women 
1,603,014 1 −78 78 1,602,936 1,603,092 

Total 
Height 
(inches) 

105,798,924 99 −7,746 7,746 105,791,178 105,806,670 

Average 
Height 
(inches) 

66    65.99 66.01 

 
Because this query analyzes over one million people, the large 

𝑛 keeps the Laplace noise from drowning out the true signal.  Thus, 
the low estimate of average height is within 0.02” of the high estimate 
for average height.  Anyone who knows that Turing is 2” taller than 
the average Lithuanian woman will have no trouble concluding that 
he is 68” tall, even after the data curator adopts the precautions of 
differential privacy. 

However, the decision to adopt differential privacy to protect 
everyone (including Turing and the world’s tallest person), whether or 
not they are in the database, comes at a very high cost in other 
contexts.  What if the adversary knew that Turing was 2” taller than 
the average woman in the small Lithuanian town of Smalininkai 
(population 621, of whom 350 are women)?  Or what if the adversary 
knows Turing is 2” taller than the average employed woman in 
Smalininkai?  Now, to protect the possibility of disclosure for Turing 
(as well as the world’s tallest person), the query system must allow the 
possibility of inventing a land of 30-foot-tall women.  It also may 
produce tiny towns with people measuring less than 1” tall.  Tables 2 
and 3 display the range of results for average heights of these smaller 
subpopulations, using the same differential privacy parameters we set 
before. 

 

36 Challenge the future 

Choice on 𝜺  
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Table 7—The Probability that Laplace Noise Will Be Selected 
from Specified Ranges, for Varying Selections of 𝜺 ∆f = 1 

 0.001 0.01 0.10 0.25 0.50 𝒍𝒏(2) 1.00 𝒍𝒏(3) 5.00 
±1 0.00 0.01 0.10 0.22 0.39 0.50 0.63 0.67 0.99 

±2 0.00 0.02 0.18 0.39 0.63 0.75 0.86 0.89 1.00 

±3 0.00 0.03 0.26 0.53 0.78 0.88 0.95 0.96  

±5 0.00 0.05 0.39 0.71 0.92 0.97 0.99 1.00  

±10 0.01 0.10 0.63 0.92 0.99 1.00 1.00   

±20 0.02 0.18 0.86 0.99 1.00     

±50 0.05 0.39 0.99 1.00      

±100 0.10 0.63 1.00       

±500 0.39 0.99        

±1000 0.63 1.00        

±5000 0.99         

±10000 1.00         

 
When 𝜀 > 1, relatively little noise is added to the true answer.  

But, large 𝜀 values open the system to risk of disclosure, and the risk 
is not managed in any thoughtful way.  When 𝜀 is as large as 5 or 
higher, the risk of disclosure is so great that the system cannot fairly 
be described as a privacy-protecting one.  When 𝜀 < 0.10, the noise 
generated could be ±100.  Adding 100 or more to a query response 
might be just fine if the true response is in the order of 100,000 or 
more, but it causes chaos if the true answer is less than ten.  Table 7 
shows the distribution of noise added to count queries irrespective of 
the true answer.  Once 𝜀 is specified, the noise will be generated with 
the above stated probabilities. 

Dwork defends this as a desirable feature since small 
databases leave the data subjects more vulnerable and thus require 
proportionally more protection than larger databases.96  But this is not 
necessarily so.  Suppose that Table 6, the representative example of a 
histogram query, reports the income not from the town of Booneville, 
but from a stratified random sample of 130 Americans.  As long as the 
adversary does not have a way of knowing who was included in the 
random sample, this database would not require any more protective 
noise than a database containing the entire US population, yet 

 
 96.  See Dwork, A Firm Foundation for Private Data Analysis, supra note 19, at 91. 
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Important 

•  Selection of parameters ∆𝒇 and 𝜺 is very important 
•  Think about the skewness of the dataset: what if Bill Gates is in 

the list of people from Seattle 

•  Success depends on the function f 

• Auxiliary information is very important 

•  Statements like “Turing is 2 inches taller than average 
Lithuanian woman” is challenging 

38 Challenge the future 

Applications of DP 

• Clever techniques do exist that achieve DP without adding 
worst case noise 

• There are ε-DP variants of machine learning algorithms 
based on: 
•  SVMs 
•  Logistic regression 

•  K. Chaudhuri, C. Monteleoni, and A. D. Sarwate. Differentially private empirical risk minimization. J. Mach. Learn. Res., 12:1069–1109, 
2011  

•  R. Hall, A. Rinaldo, and L. Wasserman. Differential privacy for functions and functional data. J. Mach. Learn. Res., 14(1), 2013.  

•  G. Jagannathan, K. Pillaipakkamnatt, and R. N. Wright. A practical differentially private random decision tree classifier. In Proceedings of 
the 2009 IEEE International Conference on Data Mining Workshops, ICDMW ’09, 2009.  

•  D. Kifer, A. D. Smith, and A. Thakurta. Private convex optimization for empirical risk minimization with applications to high-dimensional 
regression. Journal of Machine Learning Research - Proceedings Track, 23, 2012.  
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39 Challenge the future 

Cryptography 

• Can we limit the information we leak? 
•  Provable security 

•  Privacy Enhancing Technologies 

•  Privacy by Design  
•  Multi-party computation 
•  Cryptographic primitives 

•  Homormorphic encryption 

40 Challenge the future 

Love Game 
Five-Card Trick (Bert den Boer, Eurocrypt 1989)  
 

Alice Bob

Yes Yes

No No

Match

No match
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41 Challenge the future 

Love Game 

• The game is actually an AND gate. 

7 Secure Multiparty Computation

7.1 Electronic Voting
7.2 Based on Threshold Homomorphic Cryptosystems

7.3 Based on Oblivious Transfer

Check out Tom Verhoe�’s wonderful 3D printable smiley design

Figure 7.1 (Matching without embarrassments)

x y xy
0 0 0
1 0 0
0 1 0
1 1 1

≥=
Alice Bob match?
no no -
yes no -
no yes -
yes yes ¸

187/198

42 Challenge the future 

Homomorphic Encryption 

•  Paillier 1999” 

Epk(m1)⌦ Epk(m2) = Epk(m1 �m2)

Epk(m1)⇥ Epk(m2) = Epk(m1 +m2)

Epk(m)⇥ Epk(m)⇥ . . . Epk(m)
| {z }

c times

= Epk(m)c
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43 

An Example 

Alice Bob

�1

44 Challenge the future 

44 

Cryptographic Challenges 
•  Any function can be designed with secret inputs 

•  Design new systems based on efficiency 
•  computational 
•  communicational  

•  Disadvantage 
•  Massive computation, multi-user, data expansion…etc. 

•  Security model 
•  Honest-but-curious 
•  Covert 
•  Malicious 
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45 Challenge the future 

Summary 

•  Privacy in software analysis is a serious consideration for both individuals 
and business 

•  Privacy protections can be achieved by 
•  Awareness 
•  Law and regulations (EU Privacy Act) 
•  Scientific/technological solutions 

•  There is no single solution but a group of them 
•  anonymization, data perturbation, cryptographic protocol...etc 

•  None of them can provide full privacy. A combination of different approaches 
is needed 
•  access control, physical security, privacy-preserving algorithms etc 

46 Challenge the future 

Anonymisation is difficult… 


